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DIALOGUE IN SOUTH KOREA
CYBER GOVERNANCE SERIES

Cyber governance is a challenge facing policymakers around the world. It is a new, complex, and
evolving discipline that deals with a wide range of interrelated, overlapping, and even
conflicting issues with local and global implications often at odds. The key concern is the lack of
stakeholders’ knowledge and expertise required to comprehend, let alone, offer policies that
capture the complexity of this dynamic context. This series aims to overcome the current
knowledge gap while expanding the dialogue.

The objective is to broaden the scope of the dialogue, offer opportunities to share knowledge,
and create trust and peer-to-peer intimacy among participants as they developed a shared
diagnosis of problems and a common analytical framework in this small, intimate convening.
We achieve our objective by offering bespoke, informative, and interactive dialogue sessions
that provide a comprehensive understanding of key global cyber governance issues and their
local interpretations, implementations, and implications. The sessions are designed and
executed by the Global TechnoPolitics Forum (GTPF), in collaboration with leading local
institutions, utilizing in-house expertise, global thought leaders, and local intelligentsia.

Dialogue with South Korea is the first webinar of this series. It was launched on March 26th,
2022, and was completed with great success. The project was designed and executed by the
Global TechnoPolitics Forum in collaboration with Korea Internet Governance Alliances (Kiga)
and was funded by the Pacific Century Institute (PCl). The program was offered in three parts,
each part was followed by a round table discussion.

e Part |: offered a historical background on the evolution of global Internet governance
and its institutions involved and discussed the geopolitical implications as well as
discussing the complexity of the system.

See the webinar here: https://youtu.be/Sg4wOFtRoxw

e Part ll: Explained the development of the Internet and its governance in South Korea.
See the Webinar here: https://youtu.be/NCoEzDxpbAQ

e Part lll: Discussed the instruments of governance and geopolitics. These included
privacy, content, trade, and security. See the webinar here:
https://voutu.be/rYxmEuJcNK4

The seminar brought together thought leaders and experts in the field from the U.S. (2), Europe
(2), and South Korea (5), who offered seven presentations and three-panel discussions.
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Supporting Institutions

Global TechnoPolitics Forum (GTPF)

GTPF is an innovative and dynamic nonprofit 501 (c ) (3) educational institution based in
California. Its mission is to shape the public debate and facilitate global coordination at the
intersection of technology and geopolitics.

In collaboration with the Korea Internet Governance Alliance (KIGA)
KIGA brings together more stakeholders to engage in Internet conversations.

Funded by the Pacific Century Institute (PCl)

PCl is a non-profit 501(c) organization based in California focused on "building bridges between
countries and people".
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AGENDA
Part |
1. Opening Remarks (Gregory Treverton, Pari Esfandiari, Dongman Lee) (5 min)

2. Session One - History of the Internet Governance (71 minutes)

Provides a brief history of how the Internet and its governance evolved. This includes a
discussion of the key principle of a decentralized network of networks to prevent the possible
threat to the communications system from the Soviet Union. Discussion of the six waves of the
internet, the US government’s abdication, penetration of the internet into every aspect of life,
and potential for the cyber cold war? Definition of Internet governance, and the working of the
complex system that underpins the internet’s technical infrastructure, applications, services, and
content. Discussion of the institutions, actors, mechanisms, and rules that govern the internet,
covering three broad areas: tools (laws, policies, technical standards or codes of conduct that are
formed, monitored, and enforced by numerous actors.); the layers (Infrastructure,
Logical/technical, application, and content) upon which these tools are used at the local,
national, regional and global levels; and the actors that are involved in shaping these rules.

e Introduction by Gregory Treverton (1 Minute)

o Wolfgang Kleinwachter (20 minutes) - Pre Recorded Presentation

e Olivier Crepin-Leblond (20 Minutes) - Pre Recorded Presentation

e Roundtable Discussion- Moderated by Pari Esfandiari (20 minutes)

Part Il

Dongman Lee - (10 minutes)
Boknam Yun (10 Minutes)
e Roundtable Discussion- Moderated by Pari Esfandiari (10 minutes)

3. Ten minutes Break (10 minutes)
Part Il

4. Session Two - Instruments of Governance and Geopolitics: (86 minutes)
This section begins with an understanding of key treaties, legislations, and agreements in
relation to: privacy, content, trade, and security and deep dives into the Geopolitical context and
current alliances and influences, ideological differences, and cultural and value divergences as
well as the notion of data sovereignty. It then turns to discuss the two challenges of: the
multistakeholder model and Internet fragmentations before turning to a discussion of the
potential future outcomes.

e Introduction by Gregory Treverton (1 minute)

® Presentation - Greg Treverton & Pari Esfandiari (30 minutes)

e Presentation - Eunglun Jeon (15)

e Roundtable Discussion - Moderated by KS Park, and discussant Jiyoun Choe (15
minutes).

5. Closing Remarks - Gregory Treverton (1 minute)

3 I www.TechnoPolitics.org


https://technopolitics.org/
http://www.technopolitics.org

Global TechnoPolitics Forum March
Re-imagining Global Architecture 2022

Speakers Profile
From United States:

Gregory Treverton is Chairman and co-founder at the Global
TechnoPolitics Forum. He stepped down as chairman of the National
Intelligence Council in January 2017. He is a senior adviser with the
Transnational Threats Project at the Center for Strategic and International
Studies (CSIS) and a professor of the practice of international relations

and Spatial Sciences at the University of Southern California. Earlier, he
directed the RAND Corporation’s Center for Global Risk and Security and
before that its Intelligence Policy Center and its International Security and Defense Policy
Center. Also, he was associate dean of the Pardee RAND Graduate School. He has served in
government for the first Senate Select Committee on Intelligence. He has taught at Harvard and
Columbia universities, in addition to RAND, been a senior fellow at the Council on Foreign
Relations, and deputy director of the International Institute for Strategic Studies in London. He
holds an AB summa cum laude from Princeton University and an MPP (Master’s in Public Policy)
and PhD in economics and politics from Harvard.

Pari Esfandiari is president and co-founder at the Global TechnoPolitics
Forum. She is a member of the At-Large Advisory Committee (ALAC) —
Euralo at the Internet Corporation for Assigned Names and Numbers
(ICANN). She serves at the APCO Worldwide’s International Advisory
Council and is a member of the Action Council at the Atlantic Council’s

GeoTech Center. She is also the founder and CEO at Pario Consultants, an
international technology investment and incubating company. Previously, she was a
Nonresident Senior Fellow at the Atlantic Council. Esfandiari is a serial entrepreneur, internet
pioneer, and sustainable development executive. Her extensive international background
includes leadership, advisory, and investment positions with organizations and corporations in
China, Europe, the Middle East, and the United States. She has worked across diverse industries
ranging from FinTech, gaming, communications, and e-commerce to sustainability and smart
cities. Her social enterprise offers cross-border/ discipline collaborative tools to champion
women’s role in sustainable development. It was showcased by UNESCO and supported by the
Google Foundation. She has a doctorate from Oxford Brookes University in the sustainability
business and is an avid environmentalist.
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From Europe:

Wolfgang Kleinwachter is a Professor Emeritus from the University of
Aarhus. He was a Director on the ICANN Board (2013 —2015) and a
Special Ambassador of the NETMundial Initiative (2014 — 2016). He is
active in the field of transborder data flow and Internet Governance
since the 1980s. He was involved in the making of ICANN and has
participated — in various capacities — in more than 50 ICANN meetings.
He served six years in the NomCom (2009/2010 as its chair) and two
years in the GNSO Council (2011 — 2013), elected by the
Non-Commercial Stakeholder Group (NCSG) where he is a member of
the NCUC. He is also founder and chair of the ICANN Studienkreis, a
high-level multistakeholder network of experts, and chair the Board of Medienstadt Leipzig e.V.,

a recognized At Large Structure under the ICANN Bylaws. He was also involved from the very
beginning in the preparation of the UN World Summit on the Information Society (WSIS). Since
2002 he was member of the WSIS Civil Society Bureau, he co-chaired the Internet Governance
Caucus (IGC) and was appointed (in 2004) by UN Secretary General Kofi Annan as a member of
the UN Working Group on Internet Governance (WGIG). Between 2006 and 2010 he served as
Special Adviser to the Chair of the Internet Governance Forum (IGF), Nitin Desai. Until 2014 he
chaired the IGF Dynamic Coalition on the Internet of Things (DC IOT). In the ITU he joined the
German governmental delegation to the World Conference on International Telecommunication
(WCIT) in Dubai in 2012 and served in the Informal Expert Group of the ITU World
Telecommunication Policy Forum (WTPF) in 2013. He is a co-founder of the European Dialogue
on Internet Governance (EURODIG), the Global Internet Governance Academic Network
(GIGANET) and the Summer School on Internet Governance (SSIG).

Olivier Crepin-Leblond is the former chair of ICANN's ALAC, and also acts as a
European ALAC representative. He is a computer scientist and has been
involved with the Internet for over 20 years. He is the founder and board
member at the EuroDIG. The organization is the body behind the well-known
annual EuroDIG event - a Pan-European dialogue on Internet governance

(EuroDIG) which is an open platform for informal and inclusive discussions on
public policy issues related to Internet Governance (IG). As a Board member since the EuroDIG
Association's founding in Stockholm in 2012, he has been an active full supporter of this
bottom-up multi-stakeholder initiative. He is a faculty member at the European Summer School
on Internet GovernanceEuro (SSIG) for over ten years.
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From South Korea:

Dongman Lee, is the Chair of the Korea Internet Governance Alliance
(KIGA) and also holds the position of Dean at the College of Engineering,
School of Computing and is the Dean of College of Cultural Science and
Graduate School of Culture Technology, and Director of Urban computing
research center at KAIST. He received a Prime Minister Award as the

recognition on the advancement of the Korean Internet in 2000 and the
Internet Technical Achievement Award at KRNet07 in 2007. He serves as a board member of
HCI, OSIA, and KIISE. He is Chair of the Korea Internet Address Policy Review Committee. He has
served as a TPC member of numerous international conferences including IEEE COMPSAC,
Multimedia, PDCS, PERCOM, PRDC, VSMM, ICAT, etc and a reviewer of international journals
and magazines including ACM TOMCCAP, IEEE TPDS, IEEE Proceedings, IEEE JIE, IEEE TWC,
Computer Networks, TOCSJ, JCN, IEEE wireless communication magazine, and IEEE Intelligence
magazine. His research interests include distributed systems, computer networks, mobile
computing and pervasive computing. He is a member of KISS and IEEE, and a senior member of
ACM.

Boknam Yun is a partner of HANKYUL Law Group. His is specializes in
intellectual property, protection of personal data, and internet law. He has
been a chair of the Internet Address Resource Subcommittee of Korea
Internet Governance. Alliance(KIGA) since 2015. He also has been a panelist
of the Internet address Dispute Resolution Committee(IDRC) since 2016 and
was a member of a commissioner of the Personal Information Protection
Commission(PIPC) from 2018 to 2020. He is a co-author of “Getting the Deal
Through — E-Commerce”(Law Business Research, 2009-2013) and “Say
Internet Governance”(Korea Internet Information Law Academy, 2014). He also wrote the
‘Domain Name and Cybersquatting’ chapter in “Digital Age: Intellectual Property is
Venture”(Digital Times, 2000). Bok Nam Yun studied physics at Seoul National University, Korea
in 1994, and the LL.M. degree in Boston University School of Law, USA in 2007.
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Eunglun Jeon studied computer science and statistics at Seoul National
University. His specialties are IP, information technology, and data
protection. He has served as an adjunct professor at Chung-Ang University
School of Law, a member of the New IP subcommittee of the National
Intellectual Property Committee, an expert member and advisory attorney
at the Personal Information Protection Committee, and an arbitrator of the

Korean Commercial Arbitration Board. He published several papers on
software patents, open-source licenses, Al-related copyright, data
protection, and electronic signature.

Kyung-Sin PARK (“K.S. Park”), Professor of Korea University Law School (A.B. in
Physics, Harvard University, Class of 1992; and J.D., UCLA Law School, Class of
1995), a former commissioner of Korea Communications Standards
Commission, the country’s Internet/broadcasting content regulation body, a
member of the National Media Council, the legislature-appointed advisory

council overseeing broadcasting ownership, and one of the co-founders of
Open Net Korea, has written academically and been active in internet, free

speech, privacy, defamation, copyright, etc. (quoted in Freedom House report, New York Times).
Internationally, he is a board member of Global Network Initiative, an advisor to Freedom

Online Coalition, and a former member of the High Level Panel of Legal Experts on Media
Freedom. K.S. Park also was a key drafting partner in two NGO-led international
standard-setting efforts in online privacy and online free speech, namely Principles of
Application of International Law on Communication Surveillance and International Principles on
Intermediary Liability.

Jiyoun Choe is a Legal Counsel at Open Net based in Seoul, South Korea. Open
Net aims to provide a forum for discussion and collaboration to explore
effective policies and solutions in the following areas: freedom of expression,
freedom from surveillance, reforming innovation-blocking regulations, internet
governance, net neutrality, open data policy, and reforming the intellectual

property regime. Jiyoun’s recent Internet governance-related litigations include
constitutional complaint on the ‘Infectious Disease Control and Prevention Act’, constitutional
complaint on the ‘Act on Prevention of Divulgence and Protection of Industrial Technology’, and
a constitutional complaint on the ‘Juvenile Protection Act’. The constitutional complaints serve
to protect informational self-determination and online freedom of expression.
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o What has Changed?

— Internet Governance istn "t anymore a “technichal problem with political
implications”, it is a “political problem with a technical component”

— The Internet — as any other instrument - can be used and misused
— The US isn“t anymore the only “Big Player” in Cyberspace
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OSI Basic Stack vs. Internet Protocol Stack

OSI Basic Reference Model

Data

APPLICATION

PRESENTATION

SESSION

Segments

Frames

TRANSPORT

NETWORK

DATA LINK

PHYSICAL

1

https://www.researchgate.net/figure/The-logical-mapping-between-0SI-basic-reference-model-and-the-TCP-IP-stack_fig2_327483011

Pr Is in h r

Modbus, SEP2, DNP3, HTTP, IEC 61850,
CIM, ICCP, BACnet, OpenADR, GOOSE

Compression an encryption
protocols

NFS, SQL, SMB, RPC, P2P
tunneling, SCP, SDP, SIP, H.323

TCP, UDP

IPv4/IPv6, ARP, IGMP, ICMP

Ethernet

RS 232, UTP cables (CAT 5, 6),
DSL, Optic fiber

10

TCP/IP Model
APPLICATION
TRANSPORT Segments

INTERNET
NETWORK Bits and
INTERFACE Frames




Internet timeline — 1990-91

o Commercial Services PSI, UUNET,
ANS CO+RE

o NSFNET Education Network, with
Acceptable Use Policies being
developed

o The rest of the world starts connecting
itself via various agreements —
peering agreements
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Definitions - ISOC

« ISOC = Internet Society
— Founded in 1992

— Non-profit organisation founded to
provide leadership in Internet related
standards, education, and policy.

— Dedicated to ensuring the open
development, evolution and use of
the Internet for the benefit of people
throughout the world.

— Acts as the legal home for the IETF




ISOC Local Chapters
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120+ Chapters around the world
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 Internet Architecture Board

Is chartered as a committee of
the Internet Engineering Task
Force and as an advisory body
of the Internet Society

Its responsibilities include

 architectural oversight of IETF
activities,

* Internet Standards Process
oversight and appeal
* appointment of the RFC
Editor
Is responsible for the
management of the IETF
protocol parameter registries

http://www.iab.org/

i1 E T F

Internet Engineering Task
Force

Is a large, open, global
community of

— network designers

— operators

— vendors

— researchers

Concerned with

— the evolution of the Internet
architecture

— the smooth operation of the
Internet.

It is open to any interested
individual

— http://www.ietf.org/
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Definitions - ICANN

« ICANN = Internet Corporation for Assigned
Names and Numbers

— Founded in 1998

— Not-for-profit public-benefit corporation with
Eartlapants from all over the world dedicated to
eeping the Internet secure, stable and
interoperable. It promotes competltlon and
develops policy on the Internet’s unique
identifiers:

« Domain Names
« IP Addresses

— Took over these functions from the US
Government

— Policy Making is multi-stakeholder, bottom-up and
consensus-based




Anatomy of a domain Name

Top Level

————————
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 DNS root name servers reliably publish the
contents of one small file called a root zone file to

the Internet

* This file is at the apex of a hierarchical distributed
database called the Domain Name System (DNS),
which is used by almost all Internet applications to
translate worldwide unigue names like www.root-
servers.org into other identifiers

* The DNS is used by

— web
— e-mail

— other services
* http://www.root-servers.org/



http://www.root-servers.org/

Root servers

E
NASA Ames Re-
search Center
Mountain View

F
Internet Sys-
tems Consor-
tium, Inc.
Palo Alto

B
Information
Sciences Insti-
tute
Marina Del Rey

L
Internet Cor-
poration for
Assigned Names
and Numbers
Los Angeles

|
Autonomica/

NORDUnet

Stockholm

M
WIDE Project
Tokyo ; Seoul ;
Paris

K
Reseaux IP Euro-
peens - Network
Coordination
Centre
London

G
U.S. DOD
Network
Information
Center
Vienna VA

D
University of
Maryland
College Park
MD

A
VeriSign Naming
and Directory
Services
Dulles VA

H
U.S. Army
Research Lab
Aberdeen MD

J
VeriSign Naming and
Directory Services
Dulles VA

£
Cogent Communications
Herndon VA; Los An-
geles ; New York City ;
Chicago
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Root Server Instances
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91
28 2

107
26

31

Leaflet | Map data © OpenStreetMap contributors

1525 Instances of Root Server System
Source: https://www.root-servers.org




Regional Internet Registries

* RIRs oversee the allocation and registration of
Internet number resources within a particular region
of the world. (the famous IP addresses!)

* All the RIRs form the Number Resource Organization
NRO
— African Network Information Centre (AfriNIC)
— Asia Pacific Network Information Centre (APNIC)
— American Registry for Internet Numbers (ARIN)

— Latin American and Caribbean Internet Addresses
Registry (LACNIC)
— Réseaux IP Européens Network Coordination Centre

RIPE NCC
e http://www.nro.net/



http://www.nro.net/
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World Wide Web Consortium W3~

 The World Wide Web Consortium (W3C) is an
international community where

— Member organizations
— A full-time staff

— The public work together to develop Web
standards

e W3C's mission is to lead the Web to its full
potential

* Led by Web inventor Tim Berners-Lee and
CEO Jeffrey Jaffe



https://www.w3.org/Consortium/Member/List
https://www.w3.org/People/
https://www.w3.org/standards/
https://www.w3.org/People/Berners-Lee/
https://www.w3.org/People/Jeff/

OSI Basic Stack vs. Internet Protocol Stack

OSI Basic Reference Model
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OSI Basic Stack vs. Internet Protocol Stack

OSI Basic Reference Model Pr Is i h r TCP/IP Model
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Who are the ITU

 International Telecommunications
Union

 Created in 1865 as International
Telegraph Union

- Regulations regarding telephone
service:

— Billing
— Standards (V.21, V.32, V.90, X.25 ...)




OSI Basic Stack vs. Internet Protocol Stack

OSI Basic Reference Model
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pata | [ PRESENTATION [{——
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https://www.resea rchgate.net/figure/The-logical-mapping-between-0SlI-basic-reference-model-and-the-TCP-IP-stack_fig2 327483011




ITU Structure

ITU Plenipotentiary Conference:
Constitution and Convention

ITU Council

World Conference on International
Telecommunications (WCIT):
International Telecommunication
Regulations (ITRs)

ITU-R ITU-T ITU-D

World Radio Conference | World World Telecommunication

(WRC): Radio Telecommunication Development Conference

Regulations Standardization (WTDC)
Assembly (WTSA)

Radio Advisory Group Telecommunication Telecommunication

(RAG Standardization Development Advisory Group
Advisory Group (TSAG) | (TDAG)

Study Groups Study Groups Study Groups




WCIT & WTPF

« World Conference On International
Telecommunications (WCIT)

 Dubai, 3-14 December 2012
« Conference to update the ITRs

 https://www.itu.int/en/wcit-
12/Pages/default.aspx

 World Telecommunication Policy Forum

 This — held in May 2013 - was an
opportunity for calmer reflections post WCIT

« Agreed Policy Recommendations on Internet
Governance

« http://www.itu.int/en/wtpf-
13 /Pages/overview.aspx

« Last: WTPF21 - Geneva December 2021



https://www.itu.int/en/wcit-12/Pages/default.aspx
http://www.itu.int/en/wtpf-13/Pages/overview.aspx

World Telecommunications Development Conference

In 2017 the World Telecommunication Development
Conference (WTDC-17) took place in Buenos Aires,
Argentina, from 9 to 20 October.

Next one: Kigali, Rwanda, from 6 to 16 June 2022.

Organised in the period between two Plenipotentiary
Conferences to consider topics, projects and programmes
relevant to telecommunication development.

WTDCs set the strategies and objectives for the
development of telecommunication/ICT, providing future
direction and guidance to the ITU Telecommunication
Development Sector (ITU-D).

https://www.itu.int/en/ITU-
D/conferences/wtdc/Pages/default.aspx



https://www.itu.int/en/ITU-D/conferences/wtdc/Pages/default.aspx

Plenipotentiary Conference (PP-18; Dubal)

 Four yearly Treaty Conference of all of ITU;
- PP-18 took place in Dubai - Oct-Nov 2018

 Included elections; Strategic Plan adoption;
potential changes to Constitution and
adoption of revised / new Resolutions

 Brought more than 2500 ICT decision-
makers together from around the world to
‘work as one’ to advance power of ‘Tech for

Good’
« https://www.itu.int/web/pp-18/en/
- Next one: https://www.itu.int/pp22/en/

will be held in Bucharest, Romania, from 26
September to 14 October 2022.



https://www.itu.int/web/pp-18/en/
https://www.itu.int/pp22/en/
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Internet Governance Forum (IGF)

Commission on Science and Technology
for Development (part of United
Nations conference on Trade and
Development — UNCTAD)

UNESCO

UN General Assembly (UNGA)

Organised the World Summit on
Information Society (WSIS) in Tunis in
2005 which took the WGIG report as a
starting point to build the IGF etc.




« As Called for in the Tunis Agenda (2005);

« Essentially to look at “effectiveness” of
WSIS Action Lines;

« UNGA sanctioned two Review Sessions;
UNESCO (March 2013) and ITU (June 2014)
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Internet Governance Forum @IGF ioizrvanee

Forum

* THEIGF IS A MULTISTAKEHOLDER PLATFORM THAT FACILITATES THE
DISCUSSION OF PUBLIC POLICY ISSUES PERTAINING TO THE INTERNET

 Was initiated as part of WSIS process in 2005
* Yearly meetings
* |IGF 6-10 December 2021 — Hybrid Meeting

 The Internet Governance Forum serves to bring people together from
various stakeholder groups as equals, in discussions on public policy issues
relating to the Internet

 While there is no negotiated outcome, the IGF informs and inspires those
with policy-making power in both the public and private sectors

e At their annual meeting delegates discuss, exchange information and share
good practices with each other

* The IGF facilitates a common understanding of how to maximize Internet
opportunities and address risks and challenges that arise

* Next one: Addis Ababa 2022.




National & Regional IGFs — world wide
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OSI Basic Stack vs. Internet Protocol Stack

Speaking of “Regulation”?

OSI Basic Reference Model

Bits

APPLICATION

PRESENTATION

SESSION

TRANSPORT

NETWORK

DATA LINK

PHYSICAL

150 T

Pr Is in h r

Modbus, SEP2, DNP3, HTTP, IEC 61850,
CIM, ICCP, BACnet, OpenADR, GOOSE

Compression an encryption
protocols

NFS, SQL, SMB, RPC, P2P
tunneling, SCP, SDP, SIP, H.323

TCP, UDP

IPv4/IPv6, ARP, IGMP, ICMP

Ethernet

RS 232, UTP cables (CAT 5, 6),
DSL, Optic fiber

TCP/IP M

0 1 P

APPLICATION

TRANSPORT

INTERNET

NETWORK
INTERFACE

Bits and
Frames

httpS://www.resea rchgate.net/figure/The-logical-mapping-between-0SlI-basic-reference-model-and-the-TCP-IP-stack_fig2 327483011




Thank you !

Questions? Comments? Suggestions?

Olivier Crépin-Leblond <ocl@gih.com>
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Brief History of
Korean Internet Governance

Dongman Lee (KIGA & IAPDC Chair)
2022. 3. 25



Korea |G Brief History (Phase 1)

« ~1997: Internet incubation and promotion
— 1982: first Internet connection
— Internet and .kr under academic & research domains
— KAIST managed .kr in 1986
— Transferred to NIA in 1994

e 1998: Birth of KRNIC

— Structured similar to ICANN

— Operator: KRNIC (NNC) as partially private org
— NNC and NC

— RFC-KR



Korea |G Brief History (Phase 2)

« 2004: Regulations on Internet Address Resource
— KRNIC under NIDA (National Internet Development Agency)

— Internet Address Policy Review Committee
« Working sub-committee existed 2 yrs

« And no further activities with private sectors till 2009
« 2009: NIDA merged with security agency

— Allowed private sector participations under the names of
Internet Development Committee & Korea Internet
governance forum

— Very limited multi-stakeholder participations



Korea |G Brief History (Phase 3)

e 2015: Rebirth of Multi-stakeholder based IG

placeholder -> KIGA (Korean IG Alliance)
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Korea |G Brief History at Glance

1985 ~ 1997:. Network Operator Committee
(NOC)

1998: KRNIC — Number and Name
Committee (NNCQC)

1999: Name Committee (NC)

2004: Internet Policy Review Committee
2006~2009:

2009: KIDA - Internet Address Committee
2013: KIGA (Limited participations)

2015: KIGA (multi-stakeholder participations)




Korea Internet Governance Alliance (KIGA)

* http://en.kiga.orkr
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http://en.kiga.or.kr/

Korea Internet Governance Alliance (KIGA)

http://en.kiga.or.kr

Steering committee

— Nominated by academia, civil society, technology,
business, and government sectors

Sub-committee

— Internet addresses and names
— KrlGF program

— Data governance

WGs

— Governance structure
— Policy development process
— |G school



Korea Internet Governance Alliance (KIGA)

« Work Items
— Korean language generation rule for gTLD
— CJK coordination on Hanja

— Domain name registration rules

— Internet address resource management plan

— KrlGF

— Whois policy

— Data governance

— Internet address resource regulation
amendment




Meaningful Changes
in Korean Internet governance

2022. 03. 25.
Boknam Yun, Attorney at Law

Chair of Internet Address Resource Subcommittee
/Korea Internet Governance Alliance (KIGA)



Topic Of Contents

» Korean Internet governance mechanism
* Internet Address Resources Act
* Internet Address Resources Act Revision

 Next step of Korean Internet governance



Korean Internet governance mechanism

Decision  Government

ot 22 o] E ull X
Management . KISA A UEHA T HA
Korea Internet & Security Agency

¢  -InternetAadress Policy Deliberation Committee
(legal, 4 times for 1 year)

Consulting - Korea Internet Governance Alliance (KIGA)
/ Internet Address resources Sub—-committee
(voluntary, every month)




Internet Address Resources Act

Uniqueness of Korean Internet governance
- 2004

« Debate between government vs private sectors during 2
years

« Final decision : Top-down style by government

 Result : voluntary activities from multi-stakeholder
became weak



Internet Address Resources Act Revision

* Internet Address Policy Deliberation Committee

- Internet Address Policy Committee
: consultation + voting right

« Strengthen Multi-stakeholder Mechanism
: equally participate each stakeholder

(government/public, academic, technician,
business, civil society)

* Legal body = KrNIC(belong to KISA)

: secretary of Internet Address Policy Committee




Next step of Korean Internet governance

« New formation of Internet Address Policy Committee
(2022.7.)

* Revision on Presidential decree (consult with
government)

: bottom-up recommendation process, specify the task
of the committee, secretariat of committee

* Preparation new domain—name & IP address policy
: new WHOIS policy on .kr/.2t=

: (for example) review on management system of
domain-name & IP address
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Why is internet difficult to govern?

( Internet is transnational

( Context is complex & dynamic

& Issues conflict
( Cultures matter

 Ideologies differ
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National interests and power relations

S——

Microsoft




Silicon Valley’s Open
Internet

Washington DC’s
Commercial Internet

Brussels’ Bourgeois
Internet

Beijing’s Paternal
Internet

Moscow Mule Spoiler
Model

Different Visions of the Internet**

This is a decentralized and anarchist vision of the internet, in which data flows are
completely unrestricted.

The internet and data are viewed as resources that can be used by private actors
for innovation and value creation. For the most part, the market governs itself, but
a little government regulation now and then can be a good thing.

The European Union’s internet seeks to maximize freedom of expression while
ensuring good behavior, privacy protections, and transparency. The key to this
model is regulation.

The Internet is viewed as a tool that should serve the public good. Thus, censorship
is necessary to restrict access to any content the government deems harmful or
undesirable. This vision is best demonstrated by China’s Great Firewall.

This is not a vision, but rather a strategy. This model is characterized by the use of
the Internet as a tool for spreading disinformation and malware, engaging in
cyberwarfare and cyberespionage, and overall breeding chaos.




GeE)

- Evolving Role

Militarization
(0}
Cyberspace

Disinformation
Manipulation

Digital Corridors Hacks and Spies
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Credit: bignewsnetwork.com Credit: Wikimedia.org



The Korean Peninsula: The Future of a Geopolitical Nexus

Geopolitical
National Concerns
Regional Concerns

International concerns

Beijing & North Korea

South
Korea

East China Sea
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I What are the key concerns J}."\ %!

. Collective Privacy
x Innovation

x Fragmentation of Internet

I Trade Contraction

x Sovereignty & Autonomy
x Global Conflict

x World Order



: : ™
| Dimensions of Internet Governance GTPE

‘ Privacy ‘ Trade ‘ Antitrust

‘ Content Regulation ‘ Intellectual Property ‘ Diplomacy
‘ Security



Key Legislations:

® General Data Protection
Regulation (GDPR)- 2016-18

e C(California Consumer Privacy Act
(CCPA) - 2018-20

e [ndia’s Personal Data Protection
Draft Bill (PDPB)-2019

e China’s Great Firewall.

GeE)

“Opt in” vs “Opt out”
Right to be forgotten,

Access to data

Data Localization



ﬁ
Content Regulations @

Freedom of expression Censorship & propaganda



https://www.indiacode.nic.in/bitstream/123456789/1999/3/A2000-21.pdf
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32000L0031
https://ec.europa.eu/digital-single-market/en/digital-services-act-package

Non-Tariff Barriers

Barriers to Internet Services
Localization Barriers
Technology Barriers

Other Barriers

GTPF

Figure A-1. Levels of Perceived Digital Trade Barriers in Selected Countries
(according to the U.S. Trade Representative)

RESTRICTIVENESS

CANADA

Barriers to Internet Services.
+ Low de minimis

5

MEXICO

Barriers to Internet Services
+ Low de minimis

BRAZIL

Barriers to Interet Services

+ Intermediary abilty (proposed)

+ Discriminatory regulationsforride-sharing
divers

+No de minimis for express delivery

Data Localzation Barriers

+ Data ocalization requirements (proposed)

+Foreign govemment procurement
requirements

Technology Barriers

+ Source code transfer equirements

EUROPEAN UNION TURKEY

Barrierstol

internet Services Barriers to Intenet
vic

* Intermedary bty Services

+“Snippet ta

Data Localization Barriers
+ Privecy regula + Limits on data transfers

+ Regulation
(proposed)

Other Issues

- + Web filteing & blocking

on non-personal data and storage
Other Issues

+ Cross-border contract rules

(proposed)

NIGERIA
Barriers to Internet Services
* Joint venture requrements
Data Localization Barriers
+ Hosting/storage requrements
Technology Barriers
Source code transfer
requrements (roposed

Data Localization Barriers

+ Encryption restrctions

RUSSIA

Data Localization Barriers
Dutieson digtal prodhcts

processing and storage

requirements

Technology Barriers

+ Encrypon restrctions

Other Issues

+ Weak intellectual property
nghts (PR) enforcement

INDIA

Barriers to Internet Services

* Business-to-customer (B2C) e-commerce
cen ewetment rertons

* otermeduary hataiey

+ Tax on foregn digetal advertiung

Data Localkzation Barrers

* Publicly funded data storage requirements

Technology Barriers

+ Encryption restrctions

+ICT product testing requirements

Source: CRS based on U.S. Trade Representative, 20/8 National Trade Estimate Report on Foreign Trade Barriers.

Note: This map is illustrative of digital trade barriers and not meant to be an exhaustive list.

CHINA Technology Barriers

+“Secure and controllable”
technology requrements

+ Source code or other P
disclosure and transfer

Barriers to Internet Services
+ Web filtering & blocking
+ Joint venture requirements

* Foreign investment (esUictions 1o e ments

Data Localization Barriers
+ Limits on cross-border data

+ Enaryption restrctions
Other Issues
+ Wesk intellectual property

elacimtin gt nghts (PR) enforcement

)
VIETNAM

Barriers to Internet Services
+ Web fitering & blocking

+ Joint venture requirements
Data Localization Barriers

bersecurity requirements (proposed)

\ THE PHILIPPINES

Barriers to Internet Services
+ Foreign Investment restrictions
AUSTRALIA

Barriers to Internet Services
+ Taxon online goods purchases

. |

INDONESIA

Barriers to Internet Services

+ Duties on digital products

+ Tax and over-the-top (OTT) regulation (proposed)
Data Localization Barriers

+ Local data and disaster recovery centers for “public

service providers”




Security

Cyber legacy was accessibility, not security

Espionage
Sabotage
Act of War

- ©O-



https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680081561
https://obamawhitehouse.archives.gov/the-press-office/2015/09/25/fact-sheet-president-xi-jinpings-state-visit-united-states.
https://ccdcoe.org/uploads/2018/11/G7-170411-LuccaDeclaration-1.pdf
https://www.diplomatie.gouv.fr/IMG/pdf/paris_call_text_-_en_cle06f918.pdf
https://www.congress.gov/bill/115th-congress/senate-bill/2383/text

Today's patchwork of privacy laws and industry self-regulation
lacks transparency and coherence, with adverse impact on
innovation and competition and do not protect global citizen’s
privacy while driving an escalation in geopolitical tension.

Are geopolitical tensions inevitable?

GeE)



GIeE)

Digital Economy Task Force
Trade and Tech Council G20 “Osaka Track”

CBPR
APEC OECD

U N GPAI

What obstacles do these groupings face?

How to find adequate mechanisms capable of achieving the right balance?



D20 @

The existing global architecture The new geopolitical context.

Think Tanks

Internet
Founding
Organizations

Bretton Woods
Institutions




Thank You

Global TechnoPolitics Forum
is a new 501(c)(3) educational organization with a mission to shape
the public debate at the intersection of geopolitics and technology.

To join our internship program contact: info@technopolitics.org



mailto:info@technopolitics.org

Instruments of Governance
relating to IP, Privacy, Trade
from Korea's perspective

2022. 3.25.

EunglJun Jeon(lawyer at LOGOS LAW LLC)



1. The key international instruments
regarding IP, Privacy, Trade in South Korea

1.1 Basic international treaties, conventions on IP in Korea

« Paris Convention(industrial property), Bern Convention(Copyright),

WCT, Rome Convention, WPPT, Brussels Convention
» Trademark Law Treaty. Singapore treaty on the law of trademarks

« As a procedural rule of international application, Patent Cooperation

Treaty, Madrid System(trademark), Hague System(design)

 Korea is a signatory to most major IP international treaties



1. The key international instruments
regarding IP, Privacy, Trade in South Korea

1.2 Trade treaties related to IP in Korea

* TRIPs Agreement, Korea-US FTA, Korea-EU FTA, RCEP(Rregional

Comprehensive Economic Partnership agreement)

« Korean government is considering joining the CPTPP(comprehensive and

Progressive Agreement for Trans-Pacific Partnership)

« TRIPs and FTAs have greatly changed the rules and legal framework

of Korea, including IP legislation.



1. The key international instruments
regarding IP, Privacy, Trade in South Korea

1.3 International instruments related to Privacy in Korea

« The adequacy decision under Art. 45 of GDPR(2021. 12. 17.)

 This decision does not cover personal credit information which is subject to

oversight by the Financial Services Commission in South Korea.

 South Korea is participating in Convention 108+ of the Council of Europe

as an observer.

« South Korea should comply with the additional safeguards and the

representations, assurances, commitments in Annex |, Il of this decision.



2. Changes In data protection legislation In
Korea due to the impact of GDPR

« The Korean legislation adopts the Civil Law System, compared to Common
Law.

« EU seek to supplement the Korea-EU FTA by the adequacy decision.

« EU Commission said “ An adequacy decision would complement the Free Trade
Agreement between the European Union and the Republic of Korea that entered

into force in July 2011 and was the EU's first trade deal of this type with an Asian
country.”

 Korea is expected to refer to GDPR when revising its data protection act.

« The EU Commission shall evaluate the application of the legal framework that
Korea ensures every 3 ~ 4 years.



3. Influence of tort law and competition law on IP
and data

 The traditional intellectual property rights system cannot properly

respond to rapid changes in society

* There is a need to protect ideas, reputation, credit, and work

performance that intellectual property rights cannot protect.

 As the scope of unfair competition law has extended, new type of IP

rights can be protected by competition law or tort law.

 Recently, legislation has been enacted to protect “data” from the

perspective of unfair competition(Data industry Promotion Act).



4. Extraterritorial Application of Domestic Law

 Laws with extraterritorial application provision are emerging in Korea's
legislation.

« "This Act shall apply to any conduct done outside Korea if such conduct affects the
domestic market or users(consumers) in the market.”

 Antitrust and fair trade act(competition law), Telecommunication Business Act,
Information And Communications Network Act

A Provision of ‘designation of domestic agent’, which seems to be referred
to the representative provision of GDPR, was introduced.

« Personal Information Protection Act, Telecommunication Business Act, Information
And Communications Network Act



5. Conflicts between Privacy and Trade

* Privacy, along with national security, may cause ‘data sovereignty’ and ‘data

localization’

« China's Network Safety Act, Data Safety Act, and Personal Information
Protection Act recognized the central government's supervision and
regulatory authority over data, making it mandatory to preserve important

data in China.

« There are concerns about foreign LEA and public institutions’ access to

data for purposes of law enforcement and national security in Korea.



5. Conflicts between Privacy and Trade

« However, the Korea-US FTA has ‘local presence’ and ‘transfer of

information’ provision(Art. 12.5, Art. 15.8, Annex 13-B Sec. B)

 Local presence: “Neither Party may require a service supplier of the other Party to
establish or maintain a representative office or any form of enterprise, or to be

resident, in its territory as a condition for the cross-border supply of a service.”

 Transfer of information: “Each Party shall allow a financial institution of the other
Party to transfer information in electronic or other form, into and out of its
territory, for data processing where such processing is required in the institution’s

ordinary course of business.”



5. Conflicts between Privacy and Trade

We need to consider a Global Privacy Agreement.

However, it seems that the EU approach (favoring privacy over trade) and the US

approach (promoting trade over privacy) are different.

In the case of Korea, there are some limitations in court remedies, such as the
absence of a discovery system and an unfamiliarity with punitive damages, so the
tendency to rely on administrative measures and criminal punishment in data

protection act seems to be greater than in other countries.

Since each country has different importance and sensitivity to privacy, it will be

difficult to create an international treaty on privacy.

It is evitable to reconcile Privacy and Trade. But not all stakeholders can be

satisfied.



Thank you for your attention.

ejleon@lawlogos.com/ejjeon@ipwire.kr
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Thank You

Global TechnoPolitics Forum
is a new 501(c)(3) educational organization with a mission to shape
the public debate at the intersection of geopolitics and technology.

To join our internship program contact: info@technopolitics.org
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